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	M-RETS Change Request Form

	Project Issue Request ID: 0013 
	Requested by: 

Valy Goepfrich, WPPI Energy
	Type of Change: 
Enhancement
	Date Requested: 
04/2010
Priority:  

	Title: 
Login Privileges

	Description: 
A login that limits the view to 2 modules:

(1) Account Information

(2) Account Status (current login settings allow only selected sub-accounts to be viewed), but do not allow new sub-accounts to be created or existing sub-accounts to be edited.

Note: Ensure it is not possible to add modules via “Customize My Page.”

Also, under this login, do not allow the user to change the password. 

** Several change requests have been received to update the Login Structure. 

APX Response:
Current Login structure as designed, only allows Account Administrator to assign privileges and restrict access to reports that display data about sub-accounts and generators. Other reports like ‘Invoices’, ‘Certificate Inbox’, ‘Certificate Outbox’, and functionality like ‘sub-account creation and reoccurring transfer management’ are not currently restricted. There is no true ‘view-only’ login type that restricts all functionality.  

Transitioning to a login structure that includes a ‘view only’ login will give the account administrator more control over what access agents have into their account. We recommend the following changes:
1) Develop Login Structure that limits access to modules and functionality beyond the current generation/subaccount privileges. Create 3 Account Holders login types: Administrator, Supervisor View Only; From the Login Privileges menu, and 
2) allow Account Administrator to activate and deactivate all account modules for each login.
New Login Structure

For each login type, the following modules and reports will be available: 

 ‘View Only’ account 
View-Only report modules only display information for generators and sub-accounts designated in login privileges. The View-Only modules will have limited functionality with certain reports deactivated: 
Account Holder Reports

My Event Log 

My Sub-Accounts Certificates Disposition
My Reoccurring Transfers
Certificate Transfer History
My Account Holder Registration History

My Generating Unit Registration History

Generating Units By Status

State/Provincial/Voluntary Program Admin Access Selection (Deactivated)

My Generation Activity Log

Certificates Eligible for RRC Conversion (Deactivated)

Retail Sales Report (Deactivated)

My Generation Activity Report
My Invoices (Deactivated)

State/Provincial/Voluntary Compliance Report
M-RETS Generator Production
M-RETS Certificate Issuance
RRC Status (Deactivated)
Account Management Deactivated
Inbox(L509) Deactivated

Outbox (L510) Deactivated

Registration (L501) Deactivated

Message Notification Deactivated

Forward Transfer Inbox Deactivated
Meter Data Loading Deactivated
Recurring Transfers (display information for generators and sub-accounts designated in privileges)
Account Status (display information for sub-accounts designated in privileges)

Asset Management (display information for generators designated in privileges)
Standing Orders Inbox (R529) Deactivated
‘Supervisor’ Account

The Supervisor login will have all modules activated with limited login/privileges management and reports only displaying information for generators and sub-accounts designated in login privilege

Account Holder Reports

My Event Log 

My Sub-Accounts Certificates Disposition
My Reoccurring Transfers
Certificate Transfer History
My Account Holder Registration History

My Generating Unit Registration History

Generating Units By Status

State/Provincial/Voluntary Program Admin Access Selection 

My Generation Activity Log

Certificates Eligible for RRC Conversion 

Retail Sales Report 

My Generation Activity Report
My Invoices 

State/Provincial/Voluntary Compliance Report
M-RETS Generator Production
M-RETS Certificate Issuance
RRC Status
Account Management

Review/Edit Logins - Cannot Add/Edit Logins
Account Management Deactivated
Inbox(L509) Deactivated

Outbox (L510) Deactivated

Registration (L501) Deactivated

Message Notification Deactivated

Forward Transfer Inbox Deactivated

Meter Data Loading Deactivated
Recurring Transfers (display information for generators and sub-accounts designated in privileges)
Account Status (display information for sub-accounts designated in privileges)

Asset Management (display information for generators designated in privileges)
Standing Orders Inbox (R529) Deactivated
‘Administrator’ Account

 Display all modules


	Reason for Change:  
e.g., As part of the Green-e Energy Annual Verification Audit Protocol, it is necessary to give auditors access to the relevant tracking system retirement sub-account. The current login options do not allow us to create as limited a login as we would like to. (Rather than giving the auditors a login, they may instead view the sub-account under WPPI Energy’s supervision. However, we did not view that as a particularly attractive option and instead gave the auditors as limited a login as we could.)


	Deliverables: 
1) Code- new login structure to Administrator, Supervisor, View-only login. 
2) Code – Add module selection to the privileges management screen.

3) Migration plan -  

a. Existing logins will be migrated to new login structure

b. Migration Instructions will be posted to the M-RETS Website 

c. M-RETS Account Holders will be notified of the Migration and posted instructions

d. Administrator will work with Account Holders to ensure that the logins in each account have the appropriate access



	Risk & Issues Involved:
· Ensure that each login type only has access to the designated information and reports. 
· Restricting a login from changing passwords: because of the established login structure, rules governing changing the password cannot be adjusted without significant changes to the M-RETS architecture. Account Administrators can terminate logins associated with an account at anytime to prevent unauthorized access. 



	External Impacts: 

Update Operating Procedure section 5.1



	Attachments/References: 



	APX Only:

Estimate for Scheduled Release: 
Development                                                                                           40   Hours

System Test, Regression Test                                                                 16   Hours

Total                                                                                                        64   Hours



	Cost Impact: Per contract, will be implemented on a Time & Material basis, at $149.10/hour
Total Cost Estimate:                                                                              $9542.40 (64 Hours)


	

	

	Approvals 

	APX:  Katherine Graham                                                                                    Date:  

[M-RETS Inc.]:                                                                                                    Date: 

	Notes: 
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